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DETAILED ACTION 

. 1 . This action is in response to the application filed on 9/12/03. 

2. Claims 1-12 are under examination. 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

3. Claims 1, 5 and 9 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Tanaka et al (US Pub. No. 2002/0114466) and in view of Go et al (US Pub. No. 
2001/0037452). 

As per claim 1 , Tanaka discloses: 

a first transmitter configured to transmit encrypted contents to which link information is 
added [Fig. 5, paragraph 0089 lines 9-11, paragraph 0091 lines 1-2, paragraph 0093 
lines 1-3]. 

Tanaka teaches a second transmitter (i.e. license server) configured to transmit to a 
communication network a key/license [paragraph 0186 lines 8-10], the key/license being 
transmitted based on uplink data which is generated using the link information 
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transmitted by said first transmitter and is input via the communication network [Fig. 7, 
paragraph 0094, 01 14-0117]. 

Go discloses the second transmitter configured to transmit to a communication network 
an encryption key usable for decrypting the contents transmitted by said first transmitter 
[Fig. 1 paragraph 0017 lines 1-5]. 

Therefore, it would have been obvious to a person of ordinary skill in the art at the time 
the invention was made to combine Go with Tanaka, since one would have been 
motivated to prevent unauthorized contents usage [Go, paragraph 0069 lines 3-4]. 

As per claim 5 , Tanaka discloses: 

a recorder unit configured to store encrypted contents as well as link information [Fig. 3 
step S4]; a transmission unit configured to transmit uplink data to a communication 
network and said uplink data being generated based on the link information stored in 
the recorder unit [Fig. 7, paragraph 01 14-01 15]. 

Tanaka teaches a second transmitter (i.e. license server) configured to transmit to a 
communication network a key/license [paragraph 0186 lines 8-10], the key/license being 
transmitted based on uplink data which is generated using the link information [Fig. 7, 
paragraph 0094, 0114-0117]. 

Go discloses said uplink data requiring an encryption key for decrypting the encrypted 
contents; and a decryption unit configured to decrypt the encrypted contents stored in 
the recorder unit using the encryption key, said encryption key being obtained from the 
communication network using said uplink data [Fjg. 1 paragraph 0017 lines 1-5, Fig. 8]. 
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Therefore, it would have been obvious to a person of ordinary skill in the art at the time 
the invention was made to combine Go with Tanaka, since one would have been 
motivated to prevent unauthorized contents usage [Go, paragraph 0069 lines 3-4]. 

As per claim 9 , it encompasses limitations that are similar to limitations of claim 5. Thus, 
it is rejected with the same rationale applied against claim 5 above. 

4. Claims 2, 3, 6 and 10 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Tanaka et al (US Pub. No. 2002/0114466) in view of Go et al (US Pub. No. 
2001/0037452) and in view of Nagai et al (US Patent No. 6,938,162) and in view of 
Weidong (US Patent No. 6,819,766). 

As per claim 2 , the rejection of claim 1 is incorporated and Tanaka discloses: 
said first transmitter includes a divider block configured to divide given contents into 
data units having a prescribed amount of data [Fig. 5], a processor block configured to 
execute encryption processing against each of the divided data units using different 
encryption keys [Fig. 5, paragraph 0095-0097], 

a first adder block configured to add information (e.g. initial vector IV, seed) to each of 
the encrypted data units [Fig. 5], a second adder block configured to add the link 
information to encrypted contents obtained by sequentially continuing the encrypted 
data units [Fig. 5, paragraph 0091 lines 1-2, paragraph 0093 lines 1-3, Fig. 46, 
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paragraph 0098], each of the encrypted data units having said information (e.g. IV and 
seed)]. 

Tanaka teaches adding the information (i.e. initial vector) to the each of the encrypted 
data units (i.e. blocks) [Fig. 5, paragraph 0095]. 

Weidong teaches that the initial vector is derived from a timestamp [col. 4 lines 66-67, 
col. 5 linel]. 

Therefore, it would have been obvious to a person of ordinary skill in the art at the time 
the invention was made to combine Weidong with Tanaka and Go, since one would 
have been motivated to ensure the security of the data [Weidong, col. 1 lines 15-16]. 
Tanaka teaches the second transmitter (i.e. license server) configured to transmit to a 
communication network the key/license information for the encrypted contents being 
transmitted by said first transmitter [paragraph 0186 lines 8-10, Fig. 1]. 
Go teaches the second transmitter configured to transmit to a communication network 
the encryption key usable for decrypting the contents transmitted by said first transmitter 
[Fig. 1 paragraph 0017 lines 1-5]. 

Tanaka and Go do not expressively mention time information. 

Nagai discloses the second transmitter configured to transmit to the communication 
network, other time information for specifying the data unit of the encrypted contents 
being transmitted by said first transmitter [Fig. 20, col. 27 lines 50-59], the key 
corresponding to the other time information [Fig. 23] and the time information indicating 
reproduction timing [col. 28 lines 13-25]. 
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Therefore, it would have been obvious to a person of ordinary skill in the art at the time 
the invention was made to combine Nagai with Tanaka, Go and Weidong, since one 
would have been motivated to prevent the unauthorized reproduction of the digital 
content [Nagai, col. 31 lines 19-20] and prevent unjust digital copying for the digital 
content [Nagai, col. 3 lines 52-54]. 

As per claim 3 . the rejection of claim 2 is incorporated and Nagai discloses: 
said second transmitter is provided with a memory configured to record the other time 
information and the encryption key such that the recorded other time information 
corresponds to the recorded encryption key [Fig. 20, 23]. 

As per claim 6 , the rejection of claim 5 is incorporated and it encompasses limitations 
that are similar to limitations of claim 2. Thus, it is rejected with the same rationale 
applied against claim 2 above. 

As per claim 10 . the rejection of claim 9 is incorporated and it encompasses limitations 
that are similar to limitations of claim 6. Thus, it is rejected with the same rationale 
applied against claim 6 above. . 

5. Claims 4, 7, 8, 11 and 12 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Tanaka et al (US Pub. No. 2002/0114466) in view of Go et al (US 
Pub. No. 2001/0037452) and in view of Ozaki et al (US Patent No. 6,487,543). 
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As per claim 4 , the rejection of claim 1 is incorporated and Go teaches a satellite 
broadcasting [paragraph 0165 lines 6-7] and IP communication over the Internet 
[paragraph 0046]. 
Ozaki discloses: 

said first transmitter is provided for a broadcasting station, and said second transmitter 
is provided for a server to be connected to an Internet serving as said communication 
network [Fig. 1,21, col. 6 lines 8-20]. 

Therefore, it would have been obvious to a person of ordinary skill in the art at the time 
the invention was made to combine Ozaki with Tanaka and Go, since one would have 
been motivated to prevent unauthorized contents usage and distribute the content 
securely [Go, paragraph 0069 lines 3-4]. 

As per claim 7 , the rejection of claim 1 is incorporated and Ozaki teaches: 

an operation part configured to display on a display screen one or more titles 

corresponding to the encrypted contents stored in the recorder unit, said titles displayed 

on the display screen being selectable [Fig. 21 or 23, col. 17 lines 55-62, col. 18 lines 1- 

5]. 

As per claim 8 , the rejection of claim 7 is incorporated and Ozaki teaches: 

a display part configured to display an operation screen for requiring at least one of a 

playback, stop, pause, and special playback, with respect to the encrypted contents 
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corresponding to the title selected by said operation part [Fig. 21 or 23, col. .17 lines 55- 
67]. 

As per claim 11 , the rejection of claim 9 is incorporated and it encompasses limitations 
that are similar to limitations of claim 7. Thus, it is rejected with the same rationale 
applied against claim 7 above. 



As per claim 12 , the rejection of claim 11 is incorporated and it encompasses limitations 
that are similar to limitations of claim 8. Thus, it is rejected with the same rationale 
applied against claim 8 above. 



Application/Control Number: 10/660,590 Page 9 

Art Unit: 2135 

Conclusion 

6. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

Voyticky et al (US. 6637028) - Integrated television and Internet information 
system. 

Asano et al (US 2003/0095664) - Information recording/playback apparatus and 
method. 

Javed (US 2001/0036271) - System and method for securely distributing digital 
content for short term use. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Nirav Patel whose telephone number is 571-272-5936. 
The examiner can normally be reached on 8 am - 4:30 pm (M-F). 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Vu can be reached on 571-272-3859. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
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you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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